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Introduction

Cyber threats to the energy sector pose economic and national 
security risks, threatening a key BEIS objective; to ensure the UK 
has a reliable, low cost and clean energy system.

BEIS recognises the growing importance of a resilient energy 
supply chain, driven by the transition towards increased 
connectivity, and the growing use of remote monitoring or 
operation. 

The attack surface for cyber-attacks through supply chain 
operations continues to grow. Cyber security assurance of third 
parties is common practice amongst energy system operators but 
it is recognised that developing, maintaining, and operating 
security assurance processes are costly and time consuming.

Bridewell Consulting focus on providing industry leading expertise 
across the areas of cyber security, data privacy and information 
management, penetration testing and managed security 
services. Bridewell combine a strategic, business driven approach 
that is underpinned by compliance and security expertise across a 
vast array of technology and industry sectors. Bridewell’s true 
value add resides with knowing how to effectively meet legal and 
industry requirements in a practical context that enables the 
business to operate effectively.

Bridewell has extensive experience across critical national 
infrastructure and financial services, supported by industry 
certifications with the likes of the National Cyber Security Centre 
(NCSC) and CREST. Bridewell assist customers by supporting and 
large-scale transformation that is secure by design. 

Bridewell are working with BEIS to develop a best practice 
approach to supply chain assurance across the energy sector.

This project is intended to introduce a standardised best practice 
approach to procuring services that have appropriate levels of 
cyber security and resilience in place.



Bridewell - Who Are We?

Bridewell Consulting is a leading independent cyber security services provider with a strong reputation 
and credentials
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BEIS Supply Chain Assurance Project

Organisations need to establish a clear 
security direction with their suppliers, asking 
for and incentivising good security through 

their supply chains.

Lindy Cameron
CEO of NCSC



BEIS Supply Chain Assurance Project

Perhaps one of the key things I have learnt in 
my time as NCSC CEO is that many – in fact 

the vast majority – of these high-profile cyber 
incidents can be prevented by following 

actionable steps that dramatically improve an 
organisation’s cyber resilience.

Lindy Cameron
CEO of NCSC



What Is Personal Data?

According to the Information Commissioner's Office (ICO):

• The UK GDPR applies to the processing of personal data that is:
• wholly or partly by automated means; or
• the processing other than by automated means of personal data which forms part of, or is intended to form part 

of, a filing system.

• Personal data only includes information relating to natural persons who:
• can be identified or who are identifiable, directly from the information in question; or
• who can be indirectly identified from that information in combination with other information.

• Personal data may also include special categories of personal data or criminal conviction and offences data. These are 
considered to be more sensitive and you may only process them in more limited circumstances.

• Pseudonymised data can help reduce privacy risks by making it more difficult to identify individuals, but it is still personal 
data.

• If personal data can be truly anonymised then the anonymised data is not subject to the UK GDPR. It is important to 
understand what personal data is in order to understand if the data has been anonymised.

• Information about a deceased person does not constitute personal data and therefore is not subject to the UK GDPR.

• Information about companies or public authorities is not personal data.

• However, information about individuals acting as sole traders, employees, partners and company directors where they are 
individually identifiable and the information relates to them as an individual may constitute personal data.



Regulatory Context

What is the name of the regulation that relates to the protection of 
Personal Data and Personal Sensitive Data?

What is the maximum fine that an organisation can receive under the 
above regulation?

Can the fine for the breach of Personal Data be combined with any 
other fines?

1.

2.

3.



Regulatory Context

The UK General Data Protection Regulation (UK GDPR) protects 
Personal Data and Personal Sensitive Data

1. What is the name of the regulation that relates to the protection of 
Personal Data and Personal Sensitive Data?

£17.5 million or 4% of annual turnover – whichever is greater

2. What is the maximum fine that an organisation can receive under the 
above regulation?

Yes, for example, if there is an incident that affects organisations 
regulated by NISR, organisations can be fined against that as well as 
the above fine

3. Can the fine for the breach of Personal Data be combined with any 
other fines?



Case Study 1

You have a service operator contracted to manage your Building 
Management System (BMS)*. The BMS controls and monitors 
ventilation, lighting, security systems like CCTV, and room bookings.

4. Why do you need to have Personal Data controls embedded within 
this Supplier Assurance process?

*A building management system (BMS), otherwise known as a building automation 
system (BAS), is a computer-based control system installed in buildings that controls 
and monitors the building's mechanical and electrical equipment such as ventilation, 
lighting, power systems, fire systems, and security systems.



Case Study 1

You have a service operator contracted to manage your Building 
Management System (BMS)*. The BMS controls and monitors 
ventilation, lighting, security systems like CCTV, and room bookings.

CCTV requires Personal Data protections, as well as any Personal Data 
collected as part of room booking

The supplier assurance process should cover the entire Personal Data 
lifecycle

4. Why do you need to have Personal Data controls embedded within 
this Supplier Assurance process?

*A building management system (BMS), otherwise known as a building automation 
system (BAS), is a computer-based control system installed in buildings that controls 
and monitors the building's mechanical and electrical equipment such as ventilation, 
lighting, power systems, fire systems, and security systems.



Case Study 2

You are sourcing a manufacturer whose product uses biometric* 
identification as access control.

5. Is biometric data Personal Data or Sensitive Personal Data?

*Biometric - Biometrics are body measurements and calculations related to 
human characteristics. Biometric authentication is used in computer science as a 
form of identification and access control.



Case Study 2

You are sourcing a manufacturer whose product uses biometric* 
identification as access control.

Biometric data is Sensitive Personal Data, and thus requires greater 
protection under the UK GDPR

5. Is biometric data Personal Data or Sensitive Personal Data?

*Biometric - Biometrics are body measurements and calculations related to 
human characteristics. Biometric authentication is used in computer science as a 
form of identification and access control.



Case Study 3

You have outsourced your IT support services and the supplier has 
placed cookies which cannot be rejected on the support site.

6. Is this covered by the UK GDPR?



Case Study 3

You have outsourced your IT support services and the supplier has 
placed cookies which cannot be rejected on the support site.

The UK GDPR classes cookie identifiers as a type of online identifier, for 
example, when it allows a user to log into their account on an online 
service. To process personal data, you must have a lawful basis. If the 
cookie is not necessary for the transmission of communication nor 
strictly necessary, it requires consent from the user.

6. Is this covered by the UK GDPR?



Summary

If you (or your suppliers on your behalf) process data which can identify an individual or be combined to 
identify an individual, then you are processing Personal Data. 

Personal Data requires protections!

If you (or your suppliers on your behalf) process data which aligns with one of the special categories of 
data, you are processing Sensitive Personal Data. This can only be done in certain circumstances.

Be sure to check!



Next Steps
Find out how Bridewell can help you keep your 
organisation protected and productive from the 
inside out, transforming your business. Securely.

0330 311 0940

hello@bridewellconsulting.com

www.bridewellconsulting.com

mailto:hello@bridewellconsulting.com
http://www.bridewellconsulting.com/
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